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Rebecca Avery, e-Safety Officer Kent County Council


e-Safety Information for Schools
What is e-Safety?

· E-Safety = safeguarding young people (and indeed adults!) in the digital world 
· E-Safety = learning to understand and use new technologies and ICT in a positive way
· E-safety = not about restricting children, but educating them about the risks as well as the benefits so they can feel confident and happy online
· E-Safety = adults being educated to be able to support and help young people
· The Digital Divide = Digital Natives vs. Digital immigrants (Marc Prensky)
· Byron Review www.dcsf.gov.uk/byronreview 

How do we use the internet?

Benefits

· Access to Global information

· Educational Resources

· Entertainment, games and fun!

· Communication with friends/family

· Personal/Social/Health advice

· Networking and friendships: Sense of Community

· Privacy for expression of Identity

· Accessible

· Develops Key skills: Communication and Collaboration

Online risks

	 

	Commercial
	Aggressive
	Sexual
	Values

	Content

Child as recipient
	Adverts

Spam

Personal info
	Violent content

Hateful Content
	Pornographic content

Unwelcome sexual comments
	Bias

Racist

Misleading info/advice

	Contact

Child as participant
	Tracking

Harvesting personal info
	Being bullied, harassed or stalked
	Meeting strangers

Grooming
	Self-harm

Unwelcome persuasions

	Conduct

Child as actor
	Illegal downloading

Hacking

Gambling

Scams

terrorism
	Bullying or harassing others
	Creating and uploading inappropriate content
	Providing misleading info and advice


Some Key Areas  to consider:

· Chatrooms – Habbo Hotel, Club Penguin, Moshi Monsters, Teen Chat, 
· Instant Messenger – MSN, Yahoo, AIM

· Social Networking sites – Facebook, Bebo, MySpace

· Gaming – Xbox, PS3, Wii, Dsi, World of Warcraft, Runescape, Second Life

· User Generated Content Sites – Youtube, Flickr

· Mobile Phones – Online access, Cyberbullying, Bluetooth
· Inappropriate Online Content  - adult content, hate material,  unhealthy material, bias and inaccurate information
Important Organisations and Reporting a Problem 

CEOP
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The Child Exploitation and Online Protection Centre (CEOP) is a Law enforcement agency that aims to tackle online child abuse. It was set up in April 2006 and has received over 15,000 reports of abuse to date. 
· [image: image3.png]


A key focus of CEOP is the Think U Know website and education strategy to teach young people, teachers and parents/carers about e-Safety and a “Report Abuse” button to report online abuse which can be used by adults and young people.

·  www.ceop.gov.uk  

Think U Know
· The Think U Know Website www.thinkuknow.co.uk is divided into 5 areas:

· 5-7’s Hector’s World (KS1 Resources)
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8-10 CyberCafe (KS2 Resources)

· 11-16 TUK (KS3/4 Resources)

· Parent/Carers (Free resources and monthly emails for Parents/Carers)

· Teacher/Trainer (Register here for free resources for teaching e-Safety)

· CEOP offers the Thinkuknow education programme for professionals working with young people aged 11-16. Once trained (either by CEOP or a CEOP ambassador), educators are able to deliver the Thinkuknow programme directly to children and has access to additional resources and videos.

The VGT
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· CEOP works as part of the Virtual Global Taskforce (VGT) which made up of law enforcement agencies from around the world such as Australia, Canada, Italy, America, etc. www.virtualglobaltaskforce.com/ 
· Any reports of abuse made via CEOP’s or the VGT ‘Report Abuse’ button can be answered 24 hours a day, 7 days a week from around the globe.
· The report abuse button can be used to report inappropriate or potentially illegal activity towards a child. It can be found in many websites, chatrooms and instant messaging services. 
· If a child is in immediate danger, contact 999 for police assistance.
The IWF
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· The Internet Watch Foundation (IWF) www.iwf.org.uk is the UK hotline for reporting illegal online content – This may be Child abuse images, or material considered to be criminally obscene or inciting hatred. A link for reporting illegal content appears on the IWF homepage. 
Cyberbullying
What is Cyberbullying?
"Cyberbullying is the use of Information Communication Technology (ICT) particularly mobile phones and the internet, to deliberately upset someone.” DCFS 2007
Advice for Schools in dealing with Cyberbullying:
· Cyberbullying should be dealt with as a whole School approach 

· Schools should have a co-ordinated response to Cyberbullying and e-Safety including:

· The School MUST include Cyberbullying in the behaviour/bullying policies

· Acceptable Use Policies (AUPs) signed by staff, students and parents.

· educate pupils, staff and families about Cyberbullying
· Teach young people how to keep themselves safe and how to report abuse or problems online.

· Encourage children to speak up and report cyberbullying
· Be aware of the school/Headteachers power - Headteachers have the power “to such an extent as is reasonable” to regulate the conduct of pupils off site (Education and Inspections Act 2006)
· School staff are able to confiscate items such as mobile phones etc when they are being used to cause a disturbance in class or otherwise contravene the school behaviour/anti-bullying policy (Education and Inspections Act 2006)
· Request the victim keeps a record of all the incidents for evidence. Keep all messages texts/photos/videos - Save IM conversations, take screen prints etc (NB. NOT of illegal images)
· Use appropriate teaching materials/resources to encourage children to be aware of cyberbullying and the harm it can do
· Ensure all incidents and actions are recorded (e-Safety Incident Log or Bullying Log)
Responding to an incident
· Supporting the Target

· Reassure them that they have done the right thing by telling someone

· Use existing pastoral systems to support the pupil or member of staff and inform parents if appropriate etc
· Gather evidence – take screen prints (including time, date if possible) or keep messages
· Advise them how to deal with Cyberbullying appropriately – block bullies, report the users to the website etc
· Identify the bully (if possible) and instigate sanctions if they attend the same school 
· Remove the content and contact Service providers/ Local Authority/Police where relevant
· http://www.teachtoday.eu/en/Resources/Additional-resources-for-the-UK-and-Ireland.aspx 
· Consider how to change the behaviour/attitude of the Bully – Sanctions, education etc (include these in anti-bullying policies)
Key Advice to Pupils about Cyberbullying
· Always respect others – think about what you say online and what images you send/post

· Remember that anything you publish online can be made public very quickly and you will never be sure who may have seen it. Once something is posted you lose control

· Treat your password like a toothbrush – never share it with anyone and only give your personal information like mobile phone number or email address to trusted friends

· Learn how to block or report online Bullies or anyone behaving badly!

· Don’t retaliate or reply!

· Save the evidence – text messages, online conversation, pictures etc

· Always make sure you tell:

· an adult you trust or contact someone like Childline

· The service provider e.g. website, mobile phone company etc

· The school or the police

· If you see Cyberbullying going on the support the victim and REPORT the bullying

Key Advice for Parents/Carers
· Your child is just as likely to be a bully as to be a target. Be alert to your child being upset after using the internet/phones – they may be secretive, change relationships with friends

· Talk to your child and understand how they are using the internet and their phone

· Use safety tools and parental controls – if your not sure how contact your service provider. Please note tools are not always 100% effective

· Remind your child not to retaliate

· Keep any evidence of Cyberbullying – emails, Online Conversations, texts etc to show the school/police etc
· Report the Cyberbullying:

· Contact the school so they can take action if it involves another pupils

· Contact the service provider
· If the cyberbullying is serious and a potential criminal offence has been committed then consider contacting the police.
Key Resources:
· www.dfes.gov.uk/bullying/cyberbullying 
· www.digizen.org/cyberbullying 
· www.cybermentors.org.uk
· www.beatbullying.org 

Advice and Guidance for Schools

Issues for Schools to Consider:
· E-Safety is not just an ICT Issue - it is a safeguarding issue for all staff to be aware of as safeguarding is everyone’s responsibility.
· “Protect while they are in our care and educate them for when they are not”
Recommendations:
· All Schools should have an e-Safety Policy and a designated e-Safety Officer/coordinator 

· E-Safety should be taught across the curriculum and embedded across subjects in the school
· E-Safety education should be ongoing throughout the curriculum from KS1 onwards
· e-Safety education should involve and engage with the home – parents/carers etc should be involved with the policy, parents events etc
· The advent of 3G and ‘mobile internet’ means filters etc can be bypassed so e-Safety education must be implemented 
· Schools MUST consider Data security – storage, transport, encryption etc www.eiskent.co.uk/?pid=17&idcode=ICTSECURITY&id=111 
· Schools should consider and be aware of external issues that could be brought into school e.g. Cyberbullying

· All schools should ensure there is protection for staff and pupils – Acceptable Use Policies for staff and pupils in place (signed by all, including parents/carers)
· The School ‘internet rules’ should be displayed wherever there is access to the internet
· The  Governing Body should be aware of e-Safety, ideally Governor should have lead or responsibility
· There should be support in schools for teachers in the event of a disclosure with a clear reporting procedure
· www.becta.org.uk/safeguarding 
· www.kenttrustweb.org.uk?esafety
e-Safety and Ofsted

· New School Inspection Framework  was launched Sept 2009  with a focus on safeguarding – now classed as a limited judgement
· The effectiveness of Safeguarding Procedures Framework includes:

· “effectiveness of the school’s arrangements”

· “clear policies, strategies and procedure”

· “clear management responsibilities”

· “monitors and evaluate”

· “adults receive up-to-date, high quality, appropriate training”

· “help pupils to keep themselves safe…using the internet” 

· Ofsted Report – Safe Use of New Technologies – useful ideas to help support schools

www.ofsted.gov.uk/Ofsted-home/Publications-and-research/Browse-all-by/Documents-by-type/Thematic-reports/The-safe-use-of-new-technologies
Safer” Searching and classroom practise

Some additional useful tools to use in School (Please note these tools should always be risk assessed before use in the classroom)
· www.teachertube.com
· www.schoolstube.com 

· www.edmodo.com 

· http://edublogs.org/ 

· http://elgg.org/ 

· http://www.teachingideas.co.uk/welcome/start.htm 

· www.ideastoinspire.co.uk 

· www.allaboutexplorers.com -  Evaluate reliability of online information KS2/3

· www.safesocialnetworking.com Social networking safety advice from Bebo

· www.orange.co.uk/safety and www.orange.co.uk/education KS3/4 and parents
· www.childnet.com/kia : Know It All for Primary/Secondary Schools and parents
For “safer searching” with KS1 and 2, try these websites:

· www.bbc.co.uk/cbbc/find - CBBC Safe search – Excellent Child friendly Search engine

· www.askkids.com
· http://kids.yahoo.com
· http://gallery.nen.gov.uk  Image Search
· http://www.dorlingkindersley-uk.co.uk/static/html/clipart/clipart_home.html Clipart

Suggestions to keep staff safe:

· Consider what information is posted online – “would you say or do this in the real world?”
· Consider personal use of the internet and make sure any Social Networking sites etc used are set to private – check frequently!

· Do not accept Friends requests/IM conversations from pupils/parents past or present, without explicit line managers permission) - and always have a separate personal and professional account if this is to be the case. 

· Do not give out personal email addresses or mobile numbers to pupils or parents – Communication with pupils/families and colleagues should always be professional and via official school communications e.g. school provided emails/numbers 

· Follow School Guidance for reporting e-Safety incidents or disclosures 

· Ensure you know what your school states is and is not safe/appropriate online behaviour – if in doubt then ask!

· If you are a victim of cyberbullying, inform the Headteacher/line manager and follow guidance to report the abuse given by the website (if appropriate)

· Google yourself and see what comes up –You can ask to have information removed from searches and websites if you don’t like what you find: www.123people.com 

· Supporting School Staff Document : www.digizen.org.uk?cyberbullying  
· http://en.teachtoday.eu – Advice and guidance from Industry and Unions

Advice for Young People
Be SMART!

· SAFE - Staying safe means being careful and not giving out your name, address, photos, mobile phone no., school name or password to people online. Use a nickname, set social networking sites to private and never post your own or your friends/families information without their permission.

· MEETING – Meeting up with someone you have contacted online can be dangerous as you never know if they are who they say they are. Only do so with your parent's/carer's permission, and when they can be present and always meet in a public place.

· ACCEPTING e-mails or opening files from people you don't really know or trust can get you into trouble - they may contain viruses or nasty messages. The best thing to do is ignore them or show them to an adult you trust.

· RELIABLE – Some people online maybe lying about who they really are, and some information you find on the Internet may not always be reliable and true. 

· TELL an adult you trust if someone or something you see online makes you feel uncomfortable or worried. You can report online abuse to the police at www.thinkuknow.co.uk
· Don’t do anything online you wouldn’t do in real-life! If you wouldn’t be happy with your parents/teacher/Local Police seeing it then don’t post it online! 

· It's never too late to tell someone if something or someone makes you feel uncomfortable – if it feels wrong it most probably is! Learn how to block someone online and report a problem
Sites for Young People:  (Also useful for Teachers and Parents/carers too!)
· www.thinkuknow.co.uk KS 1/2/3/4

· www.kidsmart.org.uk KS1/2/3

· www.webwise.ie/ KS2/3
· www.childline.org.uk/Info/Pages/OnlineSafety.aspx 

· http://yp.direct.gov.uk/cyberbullying/ KS3

· www.ico.gov.uk/youth.aspx Keeping personal information Safe KS3/4

· http://disney.go.com/surfswell/index2.html    KS1/2
· www.thatsnotcool.com/ KS3/4

· www.achance2talk.com KS2/3/4

· www.watchyourspace.ie KS3/4

· www.ikeepsafe.org KS1/2/3/4
· www.netsmartz.org  KS1/2/3/4
· www.getnetwise.org KS2/3/4
· www.chatdanger.com KS3/4
· www.childnet.com KS1/2/3/4 

· www.cybermentors.org.uk KS2/3/4

· www.keepcontrol.eu/ KS2/3/4

· www.youngpeoplesafeonline.com KS2/3/4
· www.bbc.co.uk/onlinesafety   KS1/2/3 

Useful Sites and Resources for Schools
Reporting a problem:

www.thinkuknow.co.uk: register in teacher/trainer area to access resources
www.ceop.gov.uk
www.virtualglobaltaskforce.com 
www.iwf.org.uk 
www.dcsf.gov.uk/ukccis/ - UK Council for Child Internet Safety
Kent Resources:
www.kenttrustweb.org.uk?esafety  - Guidance and Resources for Schools (includes links to useful sites and the e-Safety Officers Blog)

www.kenttrustweb.org.uk/Children/safeguards_home.cfm Children’s Safeguarding Service
www.kent.police.uk/internetsafety - Kent Police Information
www.kent.gov.uk/esafety - Advice for Parents
https://portal.klz.org.uk/collaborationsites/esafety/default.aspx - KLZ Collaboration Site (Note: KLZ access is required)

www.kscb.org.uk – Kent Safeguarding Children Board - Training
e-Safety Officers email: esafetyofficer@kent.gov.uk 

Resources, Materials and Guidance for Schools
www.becta.org.uk/safeguarding  - Becta’s Resources and guidance for schools (Signposts to e-Safety)
http://schools.becta.org.uk/ - Visit “Learning and Teaching” for Digital Literacy guidance and tools
www.childnet.com  – Variety of excellent free resources for educators (KS1-4) and parents/carers
www.bbc.co.uk/onlinesafety - BBC Resources

http://en.teachtoday.eu – Guidance, lesson plans and resources from Industry and teachers
www.nextgenerationlearning.org.uk Advice for Parents

http://clickcleverclicksafe.direct.gov.uk – UKCCIS Click Clever Click Safe Campaign for CYP and parents/carers
http://delicious.com/esafetyofficer_Kent - e-Safety Officer useful links – most up-to-date e-Safety links

Advice and Help for you!

www.getsafeonline.org – Online Security advice
www.myguide.gov.uk – Free online Computer Courses
www.netlingo.com – Online web terms
www.easywhois.com – Checking who owns a website

Cyberbullying

www.digizen.org/cyberbullying: DCFS Guidance on Cyberbullying in School
www.beatbullying.org 
www.anti-bullyingalliance.org.uk 

www.cybermentors.org.uk  - Free online mentoring from young people for young people
